CONSELHO FEDERAL DE ODONTOLOGIA

AUDITORIA DO PROCESSO ELEITORAL ELETRONICO L A Ec LN
DE SAO PAULO E MINAS GERAIS -

AUDITORIA PREVIA

Endereco do Site: CONSELHO FEDERAL DE ODONTOLOGIA

https://www.eleicoesodontologia.org.br

Cddigo: CFO —-2017 - SP E MG

Introducéo:

Para fins de auditoria do processo eleitoral, foi realizada analise de seguranca do sistema,
cujo resultado foi expresso em relatério de adequacdo e as correcbes, aplicadas. O
resultado do ultimo teste é transcrito no corpo deste documento.

Observacdes:

Empresa de sistemas: favor preencher as sec¢des abaixo: (neste mesmo formuléario, sem
reformatacfes, mudancgas de autoria ou qualquer outra caracteristica do formulério):

SECAO | - SOFTWARE, no que for cabivel,

SECAO Il — ESCLARECIMENTOS/JUSTIFICATIVAS, sobre as observacdes de auditoria.
As justificativas podem incluir a determinacdo de correcéo das fragilidades apontadas nos
testes e a data provavel de implementacdo destas corre¢cdes ou a explicacdo da nao
aplicabilidade da andlise.

Recomendacoes:

1. - As recomendacbes decorrentes da andlise técnica, para fins de clareza, sao
descritas no corpo do documento.

2. - As sugestdes de regras de negdcio, ou seja, incrementos técnico-administrativos,
como facilidades de seguranca e utilizagdo, sdo resumidas a seguir:

e Consideracdes sobre seguranca na recuperagdo de senhas: recuperacdes de
senhas ou mudancgas de senhas serdo feitas utilizando-se do CPF e DATA DE
NASCIMENTO do inscrito, necessariamente. As senhas serdo enviadas sempre
para os enderecos de e-mail e, na recuperacdo de senhas, para o telefone
celular previamente cadastrados no sistema;

e Consideracdes sobre votacdo: a votacdo, que podera ser feita com a senha
recebida por e-mail ou, pela senha cadastrada posteriormente, pelo inscrito, na
troca de senha, deverd ser feita com a utlizacdo de CPF e DATA DE
NASCIMENTO, necessariamente;

e Consideracdes sobre a separacédo logica de bases de dados: devera haver uma
base de dados para os inscritos adimplentes (sendo considerados adimplentes
agueles que tiveram suas baixas computadas no arquivo fornecido no dia
06/01/17) e outra formada, exclusivamente, pelos inadimplentes. A base de
inadimplentes poder4, com o uso de certificado digital, ser alterada, por
profissional designado pelo Conselho Regional, habilitando-se aqueles inscritos
gque realizarem 0 pagamento na sede ou regionais autorizados do Conselho,
sempre contra a apresentacdo do comprovante contabil de tal pagamento,
permitindo o voto deste, exclusivamente, em computador disponivel na sede ou
regional.
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| Resumo da Avaliacéo: |

As notacdes técnicas foram corrigidas, restando o sistema seguro para a perfeita execucao
do processo eleitoral em questao.
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Site Survey/Audit Procedure

1. IMPORTANTE:

a. Nao alterar as caracteristicas do formuléario, preenchendo este mesmo
documento, sem conversdes de formato, autoria e afins.

b. As secdes que devem ser preenchidas estardo disponiveis para edicao,
as demais, com edi¢cdo vedada, sdo para visualizagao.

2. Contatos - solicitamos atentar para o preenchimento dos contatos de plantdo bem
como das exatas caracteristicas do hardware;

a. Testes — serdo realizados testes de capacidade do sistema de eleicdo, em
data previamente agendada, na versao final do sistema (com as telas de
votacdo adequadas e critérios de votagdo customizados para esta elei¢éo),
que deverdo contar com o ambiente definitivo da realizacéo da eleicéo;

b. Individualizacédo do Software - apds os testes finais, obtida a aprovacgéo da
auditoria, o sistema serd isolado em midia criptografada e colocado a
disposicdo da mesa/comisséo eleitoral;

3. Lembre-se que as informagdes que necessitamos sao referentes aos provedores,
sites de hospedagem, hardware e softwares que tém relacéo direta ou indireta com
o Processo de Elei¢édo, nao sendo necessario documentar software e hardware que
ndo fazem parte deste escopo.

4. Complete todas as se¢des do formulario de Site Survey Documento de Auditoria
(Necessario).

5. Copie e cole as fotografias/impressdes de telas de votacdo nas se¢des proprias.
Havendo dificuldade com esta se¢éo, as imagens podem ser enviadas como anexo
no e-mail de resposta.

6. Envie fotografias/impressdes de tela dos formularios de inicializagao (“zerag¢ao”) dos

contadores, troca de senhas, votacado, apuracéo, do Software de Votacao.

Envie este formulario para auditoria@theperfectLink.com.br.

Forneca os telefones, e-mail e nome de contato da equipe técnica responsavel pelas

informacoes.

9. Forneca link de testes da eleicdo, bem como (acesso a) base de dados de teste com
lista de usuarios e senhas, incluindo-se usuarios com impedimento.

© ~
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SECAO | - SOFTWARE — (SISTEMA DE VOTACAO)

EMPRESA: Scytl
CNPJ: 05.494.350-0001-75
Endereco da SCN Quadra 4 Bloco B Sala 502 Edificio Centro Empresarial Varig
Empresa: 70714-900 Brasilia - DF - Brasil
Cddigo: Scytl
Identificacdo do Software: Nome Comercial: WEBVOTO
Descricdo completa: Software para realizacéo de
eleicGes via WEB
Fabricante: SCYTL
Versdo/Ano de Fabricacéo: 2016
Licenciamento-Contrato: WEBVOTO
Caracteristicas do Software: | Plataforma-Linguagem: ASP.NET-C#
Idioma: Portugués
Plataforma de Bando de Microsoft SQL Server
Dados:
Monousuario / Multiusuério: | Multiusuario
Comentarios: ASP.NET-C#
Requisitos para o Perfeito Processador: Aplicagéo: 4 cores
Funcionamento no Servidor:
Memoria RAM: Banco de dados: 50 DTUs |
Espaco livre em Disco Aplicagéo: 7 GB
Rigido:

Capacidade Total Minima Banco de dados: N/A
do Disco Rigido:

Plataforma de Sistema Aplicagéo: 40 GB

Operacional Necessaria:

Comentarios: Banco de dados: 15 GB |
Requisitos para o Perfeito Processador: Dual Core 1.5 GHz
Funcionamento no Acesso
WEB (Estacdo Votante):

Meméria RAM: 2GB

Espaco livre em Disco 100 GB

Rigido:

Capacidade Total Minima 500 GB
do Disco Rigido:
Sistemas Operacionais que | Microsoft Windows 7 ou

rodam a Aplicacéo: superior

Incompatibilidades com Apple Mac OS X 10.10 ou

Aplicacdes, Complementos, | superior

Plug-ins:

Comentarios: Linux com até 1 ano da ultima
versao da distribuicéo ou
superior
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Caracteristicas de
Sequranca:

Tecnologias de
Seguranca Utilizadas:

Encriptacdo e assinatura do voto no
navegador e Decriptacéo e Verificagdo
de integridade na apuracéo

Série-Tipo de
Criptografia (se houver):

Norma, Padréo,
Protocolo de Seguranca
Adotado:

Caracteristicas de
Preservacéo dos Dados
guando da Interrupgéo
N&o Programada do
Sistema:

SQL Azure com replicacéo

Prevencédo de Nao
Duplicacédo de
Protocolos de Votacéo:

SIM - Transacdo atomica

Quantidade Maxima de
Usuéarios Simultaneos ja
testada:

3.000

Seguranca contra
Ameacas Externas

(Tecnologias

Utilizadas/Recomend

adas e sua
compatibilidade com
0 software de

votacao):

Prevencédo Contra
Invasoes:

Microsoft Azure Firewall

Prevencgéo Contra
Virus:

Microsoft Azure Firewall

Prevencédo Contra
Tentativa de
Reincidéncia de
Votacéo:

SIM-Transag&o atomica

Certificados digitais:

Logins do BackOffice com certificados
ICP Brasil

Comentérios:

Microsoft Azure Firewall

Sequranca contra
Ameacas Externas

(Tecnologias

Utilizadas/Recomendadas

e sua compatibilidade

com o software de
votacao):

Prevencéo Contra Invasoes:

Microsoft Antimalware para
Azure

Prevencdo Contra Virus:

Microsoft Antimalware para
Azure

Prevencgéo Contra-Ataques de
DOS (Denial of Service):

Azure Firewall

DNS:

Prevencédo Contra-Ataques de

Microsoft Azure DNS Zones
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Equipe de Suporte Quantidade: 6

Software:
Responsavel: Ubiratan Elias |
Contatos do Responsavel: 61 3961 1800 |
Técnico de Suporte: Hermano Portella |
Contatos do Técnico de 61 3961 1800
Suporte:
Técnico de Suporte 2: Denis Aguilar |
Contatos do Técnico de 61 3961 1800
Suporte 2:
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SECAO Il - ESCLARECIMENTOS E JUSTIFICATIVAS:

Justificativas/explicacbes | Insecure Cookies e D - Non HTTP-Only Cookies- ndo coletam
sobre os testes de Informacgdes do Sistema, sendo apenas cookies de controle de
auditoria (as regras de instancias do sistema, para fins de operacionalizacéo

negocio ja estéo fixadas):

Comentéarios
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SECAO Ill - TELAS DE VOTAGAO:

@ ;’ZIL_ n } ELEIcOES 201 7 CRO 'se ~
ODONTOLOGIA CONSELHOS REGIONAIS DE ODONTOLOGIA

B &

TROCAR SENHA RECUPERAR SENHA CALENDARIO REGULAMENTO

BEM-VINDO AOQ SITE DAS ELEICOES DO SISTEMA CFO/CROs

As eleicdes dos CROs SP e MG ocorrerdo até as 21h do dia 10 de fevereiro de 2017 (horario local).

00:02:32:14

DIAS HRS MIN  SEG

PARA O TERMINO DAS ELEICOES

INICIAR VOTACAOD

C@ coweve ELEICOES 2017 CRO B~
RenBoEs CONSELHOS REGIONAIS DE ODONTOLOGIA
m Bvom o CONFIRMAR ™ EinaL
< Voltar IDENTIFICA(;;EO
Sp TROCAR CRO

{IPE

Data de Nascimento

@ Senha
INICIAR VUTA(;J‘-\CI
TROCAR SENHA

RECUPERAR SENHA
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C@ —_—" ELEICOES 2017 R0 G-
SDONTOLOGIA CONSELHOS REGIONAIS DE ODONTOLOGIA

& ienTFICACRO O neciocrose + CONFRMIAR r
ELEICAO CRO-SP

© Selecione uma das chapas abaixo.

CHAPA 1

X VOTAR NULO

§ syt ELEIGOES 2017

Innovating Democracy

CFO

Total de votos: 57403 (52,28%)

Atualizando em Brasilia, 10/02/2017 18:32:42

EGIAO VOTOS PORCENTAGEM EGIAO VOTOS PORCENTAGEM
H“lll”"lln PP --|-||I|I|II||||H“H “““HHH‘ HHH‘HHH"”I
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SE(;AO IV —TESTES DE SITE E SISTEMAS:
1 - Testes:

1.1 — Resumo dos testes:

NMNF®&IL Dashboard Add-ons Support ( THE PERFECT LINK Audit ...

THE PERFECT... ~ Feb [*2] 2017

STATUS ON 02/09/2017 NUMBER OF VULNERABILITIES

I |’_..','] Overview

See & Fix
Statlstics &

History

_—
Your website Is

Safe & Secure

WHAT'S THE WORST THAT COULD HAPPEN?

Mot much, you're safe and secure! Congrats! Stay vigllant and keep up the good work. BEven If your sit:

changing, we still recommend continuing to menitor and scan In case any new vulnerabllities are disc
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? THE PERFECT LINK

1.2 — Estatisticas:

SITE HEALTH

3 - + — - . - 3
Select a box to see more Informatlon.

MODULES

3 - + — - . - 3
Select a box to see more Informatlon.
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1.3 - Itens Verificados:

NNF@&IL Dashboard Add-ons Support Blog THE PERFECT LINK Audit ...

V] Vulnerability Name Varlable Severlty

Overview ¥ Insecure Cockles ARRAffinity

A See&Fix ¥ Non HTTP-Only Cookles ARRAfinity
Expanded View
Condensed View 20 50

Statlstlcs

History
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1.3 - Itens Verificados - A:

THE PERFECT... » 4 Scan Results + Collaborate Feb 207

Overview Insecure Cookies

P See &
Expanded View URL ttps://www.elelcoesodontologla.org.br False Positive
Condensed View N

Variable ARRAffink
Element
Statlstics
Y

History

REQUEST HEADERS

Accept text/html application/xhtmi=xml application/xm;

Accept- ISO-B858-1utf-B.g=0.7,";
Charset

Accept-

Encoding

Accept-

Language

1
q=u.s

THE PERFECT LINK
Rua Lopes Chaves, 471 Sao Paulo (55 11) 3663-6060 http:\\Wwww.theperfectlink.com.br

Page 13 Versdo 7.0 2/10/2017



CONSELHO FEDERAL DE ODONTOLOGIA

AUDITORIA DO PROCESSO ELEITORAL ELETRONICO
DE SAO PAULO E MINAS GERAIS

AUDITORIA PREVIA

1.3 - Itens Verificados - B:

FTINF@&IL Dashboard Add-ons Support THE PERFECT LINK Audt __

THE PERFECT._ ‘ « Scan Results + Collaborate | Feb ['8] 2017

Overview Non HTTP-Only Cookies

Expanded View URL w.elele ontologla.org.br False Positive

Element
Statlstics

History

REQUEST HEADERS

Accept
Accept-
Charset
Accept-
Enceding
Accept-
Language
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1.4 - Itens Verificados:

MODULES

Select a box to see more information.
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1.4 - Itens Verificados:
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1.4 - Itens Verificados:
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1.4 - Itens Verificados:

THE PERFECT LINK
Rua Lopes Chaves, 471 Sao Paulo (55 11) 3663-6060 http:\\Wwww.theperfectlink.com.br

Page 18 Versao 7.0 2/10/2017



CONSELHO FEDERAL DE ODONTOLOGIA

AUDITORIA DO PROCESSO ELEITORAL ELETRONICO
DE SAO PAULO E MINAS GERAIS

AUDITORIA PREVIA

THE PERFECT LINK

SEGCAO V — HASHES E CONTROLES:

A — Hash dos Executaveis:

HashMyFiles
Eile Edit View Options

G0 BRag ua

Help

Filename

wwwroot.zip
%] WindowsAzureTelemetryEvents.dll
%] Antlr3.Runtime.dll
%] CsCuery.dil
%] EntityFramework.Bulklnsert.dll
|%] EntityFramework.dll
%] EntityFramework.MappingAPLdIl
%] EntityFramework.5qlServer.dll
%] FluentValidation.dll
%] HtmlSanitizer.dll
%] itextsharp.dll
%] itextsharp.pdfa.dil
%] itextsharpacra.dil
%] LumenWorks.Framework.|0.dll
%] Microsoft.AspNet.|dentity.Core.dIl
%] Microsoft.AspNet.|dentity. EntityFramewark.dll
%] Microsoft.AspNet.|dentity. Owin.dll
%] Microsoft.AspMet.SignalR.Core.dll
%] Microsoft.AspNet.SignalR.ServiceBus.dll
%] Microsoft.AspMet.SignalR.SystemWeb.dll
%] Microsoft.Azure.KeyVault.Core.dll
%] Microsoft.Data.Edm.dll
%] Microsoft.Data.0Data.dll
%] Microsoft.Data.Services.Client.dll
%] Microsoft.Owin.Cors.dll
%] Microsoft.Cwin.dll
%] Microsoft.Owin.Host.SystemWeb.dll
%] Microsoft.Owin.Security.Cookies.dll
%] Microsoft.Owin.Security.dll
%] Microsoft.ServiceBus.dll

%] Microsoft.Web.Infrastructure.dll
<

dbealed09c4509a0fabbe8d3714b5c48
b324872730969e4f3a2b 5 delbd3dba4
5acb491598310e1b9cb515eac15221f9
3ba%efb10225383ch127c1 10007 af1
febe7cealaldbbd24ffo08518f138cfc
333746d7a8c835f4cdaadlefe1f11511
2fdb23764e3c564c11fb40%ch1654de
b9ed3b7ac178bf49f c3c7c9delfEel3
0e1f3f2cf24098e161c9cidaeafd33cl
40f8273b3cbcele3addBcbB031fd 720
2ef508237881de0b5c6003847eedt3bb
3732f59826fcadad52306bb1b9853b8a
Bdvfalc]29e3e69d29738fd07adf 1328
2eeb18815258b8b4belc9c539101435a
037e7cddd2cc3b185b36fh3392b379%ac
36c47279a85%e329854ebb7d37dad2d4
963b83e72cdablcefb0399945b152edd
4aa00c204032ba5330f4d4ab7763d049
d898952098d902978f7c34f68dfar1e5
22586031a7360dd1270ec18d3ec3ad45
8cd34e6d06d56c19f355f702b15ebb 13
17433ccb5ff583183abbdb016fe8199
3430fddcels333f233f50ebd 6704430
cf132a74d9931b3%a2dad02d57438334
55f63c2195227a4a7c4cfb13b63011a1
£1581c07e3ac56013b7eb83d608fad25
63a933a1116d0233c45c4d483528468d
7438ff0dff3443403214a331dbd 70718
dab3676a4dald3d13c333ce3Tfalalde
00abfealed2096abadd 75993 edbhbfdsf
969dbcaf2T3394f064475292d549316e

30dcB0%bfedalcf4705a403cdb 763 54fbedb00a9
adef89afbed7a45bab33605006b5e609c17b2f3a
ff476978e5e00463446866270634649a6ba43008
5729 cf7d946fbdbB1e5d714650116c5427775al
G04c9d71e62186b53fdddaa581f9ebd 1f577e7cd
c6869e2de30B800f944e12b 7 216cebcfbbBcdcc
42138d8281b01573eacdel 1fcf2baT26b 91623
dccBAbeddifaac2e1B89c1062c25eb30b57114f
Geal97c2571fdBB8312668d2249667b5f12024f34
ca3c2b25b199577d1f8765dea%3559eb3618658e
dfebd39ddas233f3eb2 12f75F58f763244df2 1ed
b749377df267205863ee89e5cc95670c951cBda2
c2c9831573d7b2311fd9c433b0488ba3f339b1¢c
5271cBbb1965ff05817d 1fe20fdf81dd3c5f2d60
BbeZb33add550c049621c315346d28d2082744...
39dbbabfc3f654326f3b42d0chob27714edccfBD
d633f7db1865a8238f3b9d5c71cael 7143236619
£914271e3a08545828cB8160cBf20dfIcIc%elaBa
T5ebbe307a5eddd2108c04d028fd210d9b2af0c8
dadaiceael8f3b22ccieelalIceceaal ccldi43
6d4322bTbc25a50e0c5efc80dd71824552d3a040
cdad971dBf6901 c380f3abc1e717643cbcTd 7149
1a11afc488cB0519abYebc55895fedadel9cs744
b4ac81147b9abald4135735b5223b5aceb77ell7
2942cT0caf1a20f3bb35456081a7503c2658bf3
T72eTb4db953481 cfEB0f248243c9d2f45aa52aBb
201cB6632d7856e74260c736630c4016864c4803
63c2908297929dal17cf1c323d852d2a%6f2182d9
d337ecad0574f11441f6ab85d6401a39728 14806
8b3elb344e2fcbf9eb36019b45fd6Bfd1118chTa
91f688c235388c8bceel3ff20d0cBad0dbdddele
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Dedp3fd3
14c1bl1a
DEf395ed
03aa3870
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CONSELHO FEDERAL DE ODONTOLOGIA

AUDITORIA DO PROCESSO ELEITORAL ELETRONICO
DE SAO PAULO E MINAS GERAIS

AUDITORIA PREVIA

THE PERFECT LINK

HashMyfFiles
File Edit

20| &EE s A

View Options Help

Filename

%] Microsoft.WindowshAzure. Configuration.dll
=] Microsoft.WindowsAzure. Diagnostics.dll

%] Microsoft.WindowsAzure. ServiceRuntime.dll

=] Microsoft.WindowsAzure, Storage.dll
%] NewtonsoftJson.dll

%] MLipsum.Core.dll

%] NLog.dll

|%| MLog.Extensions.AzureTableStorage.dll
|%] Oak.WebApiZCommon.dll

%] Oak.WebApi2Util.dll

=] Owin.dll

|%] Scytl.eElection. APLdII

|%] Scytl.eElection.BusinessLogic.dll

|%] Scytl.eElection.Site.dll

| | Seytl.eElection.Site XML

%] SeytlICPBravo.dll

%] Swashbuckle.Core.dll

|%] System.Met.Http.Formatting.dll

|%] System.Spatial.dll

|| System.Web.Cors.dll

%] System.Web. Helpers.dll

%] System.Web.Http.Cors.dll

|| System.Web.Http.dll

%] System.Web.Http. WebHost.dll

%] System.Web.Muvc.dll

%] System.Web.Optimization.dll

|%] System.Web.Razor.dll

%] System.\Web.WebPages.Deployment.dll
|| System.Web.WebPages.dll

%] System.Web WebPages.Razeor.dll
WebApi.OutputCache.Core.dll

HashMyFiles
File Edit

30 aQ P ag A

View Options Help

MD35

b64a37d538b1c8d%395faccalfblcc2ae
c748%13e6f03eefcals9e2af 720095
A3e5elddfd7fel9caael 1 BecfE1048c8
f827798e6a8c5ad28cb2 1bd4%04154f5
c33737821b861d454d 52480343087 c
89dc21ddTffebeblbefBcBbfdcdbTi7
cfdcc2de20e56b8bebB8b2f0dB2d28a3
Da32fa7ff8605133c5dadafbdff118b%
ca3227586aeb03fcf684061beac2d31f
c0f0cbedel736475684c368f51118c5d
2f784aab0af82c9be1ed78bAR094932d
d825d14c08db3b7d4d5dcbd3f28ecead
5515cfbfddcf3d7d91 ebcBlac74F3740
290254821b238c70f1867046f04599b3
9c21512db0c5eb51d06f3fdeceBe7erd
b266530b0b2af352aad4635b8%a3f736
6360bbc52462cdfda7lace8bdd15bect
58%9e1b764c0d c53bfo45054960626ab1
b3f3aa34781d2652ccacdlaa2089113a
9e59ddaaTaf5565ecd17dbf580e4791d
da2ed0327270ebcd5eeb14Tdafelcd1b
c04061f82ca2037835d430e55fb34963
1382b53586de16b532074211abTdal cab
c3138d9bc26bcd3d225f5351edBcd 1732
fOBfE56cdddald2574232c2bbA0df cfOT
68abd36d1bcBa214214d4551decda5162
060621d0c83d237997d32a%f0274bda7
c3005f3609bal0d23bc239e1106b1afe
19abc0026c3d31d77F34f16e81fdb0bc
T07dcd320672d1fbclel 734adffaadd
75853a10bcd3c227beh159dbed324a94

SHA1

43c34776eT6c311fb91745fe3Ba1bfde3B8efba?
75b4a071b0bfbT637ae2060eb10654%139d 70837
dd52b7da26alc147555322c71cd38278 T c2ddas
04b76elcale50902be75b6493%ceBc583593cebl
Bb0da73617a22634%3dcabB5d7alb07f2ed8c T3
f31eb841a87b2c5actIb470719036b dfb3 1adef4
Bfd770499f8dbf46d191921f131ddbab75644952
20a8065f1d7fbd262e37a134516a42c22036550b
2411e5dBfcec9b5ealf28fb3018ad2cTe56f2105
0434634fa%ab0abel7e03993b261161420620b8c
a064258c415e3451e39725d4d970ecd03b8dbeBa
6a1221f5ecf1bB47E68f1T71789e73eT77988b5c82
4631fc48d6Eb6S18eb2f92a39c343f9c5%aabdbh
df2a93bf2ber7e2 Tifob082809b65bI0F19dTa52
ff2907a206043ec962ed7h42c3144f 1 bdd7080cc
b01931433c2% cd3Taac344f97044a%2a2d de3d3s
26b4%0caf7087732e21b2ea71f24fafdb194226f
35616537 cadedadSeblbebd8863ae65e%ead1080
f8445a60d07449362delfd9e174d 1 eel cel12066a
123d83aB88e55660615460ad34980a7f5a2347b7b
b8at439b7975e7d5744acd305577020db338b62a
93b4035ad15563bf39ebbc20baefi5b2ba3b28cT
ed3eT3bad1910d32618ebbb5e82bf9e74b31b0...
60e5e95f4d0b06978636760f3375dBe23b28530b
Oddebfc20210fad1f820d19cf70054b c610af 72f
72a420f9026890f c6c 7fEf3aB050fddd cf7elddd
A42f8af cb4544bfBEATSad4f3c82cB8a0b3f3dda3
0352acf1df3904a82c1d36328abdb5645f31cc77
d0ed28fa2ddlebbalde2dcalb9dfe2bd5e33F6TT
d3e2%89d7fc33eB53f06e59c9ac1 95857060735
T065584faldbbf2ba50bbiddaabbdd195535b3ea

CRC32

aclf2de7
a54b002¢c
23424b64
b2e5fa98
da220ecc
Bef79e19
35fc508e
b28e30d7
3cd5ea7l
efdebdbd
e2b31d64
089d6308
12474aea
d7484b52
13d2f6f1
d18a81f2
12ac34da
43dbbb1e
ecla2l1s7
e7151cal
3157e7d4
205f69c<9
Sfoaedfd
al7Bdcef
eB240f19
e53a5279
aa5decds
6d535a27c
074c6386
32f312ce
b&d591c5

%] WebApi.OutputCache. Core.dll
%] Webkpi.OutputCache WV2.dll
%] WebGrease.dIl
WindowsAzureEventSource.dll

73853a10bc43c227he6159dbe9324a%4
T3d4599343bc9c9aT8deec5Tfcbf1ae?
fabboededfd34ddc8ibi3b2608e1188e
a3471feffd72def9367a3a3edaf48ech

7065584faldbef2ba50bbb4daabbd4195535b3ea
97816ce5ea3obdTadTbddTfd3I75def0eetf 10318
Gee60091bfée cc00%cc289ceBe0b8cbcb2bO63
4b4b3530a1d443bbdc0afTfb5383072bfcf3895ac
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B — Relatorio da Ultima Publicacdo Antes da Votag&o:

AppSenvices » CFOSPeElectionProdSite - Deployment slots > Preprod - Deployment options > Deployment Details P Search resources x [ & © ) ’m‘-ef‘%_f:.“';;:;; &

A _ 0O X I—‘ Preprod - Deployment options # _ O X  Deployment Details - o x
e reg

Q) Syne 4 Disconnect ¥ Configure Perl. @) Redeplay

T ]

0O« €« © ¢ 0 B
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CONSELHO FEDERAL DE ODONTOLOGIA

AUDITORIA DO PROCESSO ELEITORAL ELETRONICO L A Ec LN
DE SAO PAULO E MINAS GERAIS -

AUDITORIA PREVIA

C - Zerésima:

Resultados - MG
Apuracao de 09/02/2017 21:19:34 (Horario de Brasilia)

ELEICAO CRO-MG
Chapa Votos Percentual % Validos
Votos em Branco 0,00
Votos Nulos 0,00
CHAPA -2 0,00
CHAPA - 1 0,00
CHAPA -3 0,00
Total 0 (0 validos) 100

* % Validos ndo contabilizam votos brancos efou nulos

Resultados - SP
Apuracdo de 09/02/2017 21:19:34 (Horario de Brasilia)

ELEICAO CRO-SP
Chapa Votos Percentual % Validos
\/otos em Branco 0 0,00

Votos Nulos 0 0,00
CHAPA 1 0 0,00
Total 0 (0 validos) 100

* %Validos ndo contabilizam votos brancos e/ou nulos
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AUDITORIA DO PROCESSO ELEITORAL ELETRONICO
DE SAO PAULO E MINAS GERAIS

AUDITORIA PREVIA
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D — Hash dos Executaveis Apés a Eleicao:

HashMyFiles
File Edit View Options

B0 Q|E @

Help

g

Filename

%] EntityFramework.dll

%] Antlr3.Runtime.dll

%] CsCuery.dil

|%] EntityFramework.Bulkinsert.dll
%] itextsharp.dlil

|%] EntityFramework.MappingAP1.dII
|%] EntityFramework.5qlServer.dll
|%] FluentValidation.dll

%] HtmSanitizer.dll

%] Microsoft.ServiceBus.dll

%] itextsharp.pdfa.dll

%] itextsharpadra.dll

%] LumenWorks.Framework.[0.dll
%] Microsoft.AspMet.Identity.Core...
|%] Microsoft. AspMet. dentity.Entit...
|#] Microsoft. AspMet. dentity. Owi...

|#] Microsoft. Asphlet.SignalR.Core....

|%] Microsoft. Asphlet.SignalR.Servi...
%] Microsoft. AspMet.SignalR.Syste...
%] Microsoft.Azure.KeyVault.Core....
%] Microsoft.Data.Edm.dll

%] Microsoft.Data.OData.dll

%] Microsoft.Data.Services.Client.dll
%] Microsoft.Owin.Cors.dll

%] Microsoft.Owin.dll

%] Microsoft.Owin.Host.SystemW...
|#] Microsoft. Owin.Security. Cooki...
%] Microsoft. Owin.Security.dll

|#] Microsoft.Web.Infrastructure.dll

|%] Microsoft WindowsAzure.Confi...
%] Microsoft. WindowsAzure.Diag...

MD35

a35746dTalBcB35fdcdaadefelf11511
5ach4915%8310e1b%ch515eac15221F%
3ba%6fb1022583cb127c110c8f007af
f2be7ceala dobd34ff308518f1538cfc
2ef308237881delb5chlD584Teedb3bb
2fdb23764e3c564c11fb4l%ach1654de
b9ed3b7ac178bf45fc3c7cOdelfoel3
0e1f5f2cf24098e161c9c5daeafd55cD
A0f8273b3cbecee5add8cbB8031fd7FE
00abfeale82096atadd 75993 edbbf45f
3732f59826fcadad52306bb1b9853baa
bd7fadcl29e3e69d29758fd0Tadf12a8
2eeb18313258b8bdbelcc3391014553
037eTcdddZec3bl185b36fb3352b379ac
36c47279a859e3259854ebb7d3Tdaddd
963b83eT2cdablcefb05599945b152edd
43al0c20403aba3330f4d4ab7763d045
d898952098d 502978 Tc34f68dfaT1ed
22586581a7560dd1270ec18d3ecialds
8cd54ebd06d56c19f355f702b15ebb15
1f7453ccb5ff583185abbdb016feB199
330fddced353f233F50ebdb 704480
cf132a74d%931b89%2dad02d57458334
55f63c2195227ada7cdcfb13b63011a1
c15381c07e3ac56013bTeb23d608fad 25
£3a3935a1116d0233c45c4d485528468d
TA58ff0dff3443403214a331dbd 70718
dab3676addad3d13c533ce3Tiala3dde
868dbcaf273384f064475292d 54951 6e
bbda3vd38b1c8d9395faccalfblccae
c748513e6f03eefcali9eaf TBObGSTe

SHA1

c6869e2de30809f944e] 2b 7921 6cebcfbbBclice
ff476573e5e004634468662 70634649a0bad2008
5725fcfTd946fbdba1e5d714650116c5427775a1
804c8d71eb2186b53fdddaas819ebd1f577e7cd
dfbbd39dd89233f3eb 12f75F38F 703244 df2 1ed
42138d8281b01573eacdel 1fcf2ba726b51162 3
4ccB46eddbfaact2e1 8851062 c25eb30b57114f
Geal97c2571fd68312668d2249667b5F12024f34
ca3c2b25b199577d1f8765dead355%eb3618658e
8b3elb544e2fcbfoeb36019b45fd68fd1118cb7a
b749377df267205863ee9%e5cc95670cd51 c8dal
c2c8f851573d7b2511fd9c4 53300488 ba3f53%b ¢
5271 cBbb1965ff05817d1fe2(fdf81 dd3c5f2dE0
tbe2b33add550c049621c315346d28d2082744...
39dbbabfc3f654326f3b42d0cb9b2771dedccf80
db33f7db1865a8238f3b%d5c 71 caedT143236b19
8914271e3a08545828cB160cBf20df9c3cdelata
T5ebbe50Taseddd 2 108c04d028Fd210d9b2aflcl
dadaidceaelff3b22cc5ee3alIceceaal cclidBdd
6d4322b7bc25a50elc5efcB0dd 71824592 d3a040
cda®71dafee01c380f3abc1e717043cbc7d 7140
1a11afc488c8051%ab%ebc55895fedaded9ch744
bdac81147b%bald4155735b5223b5aceb77fel07
2942c70cafe1a20f3bb35456081a7503c2658bf0
T72e7b4b953481 cf880f248243c0d2f45aa52adb
201 cB6632d7856e74260c 7366304016864 c4605
63c2508257929dal7cf1c323d852d 2a%6f2182d9
d33Tecad0574f11441f6ab85d6401a3572814806
91f588c235388c8bceel3ff20d0cBa%0dbdddele
43c34776e76c311fb91749% e38a1bfde388efbal
73b4al71b0bfb7637ae2060eb106549139d 70837
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CRC32

2afabbib
A6a32Tea
bOb46030
92284291
alifiial

12%e31b0
9d236cOb
5028b171
3dbbalbf
a5e3485b
262d4ef1

Ded65fd3
14c1b81a
DEf¥%5ed
03aa3&70
al8d37f3
edd5487b
Bel7a3ds
7632471

78373200
e93317d0b
b41c00f6
8bb73300
26403 caf

6ed0ad5d
1d8d15b%
c26ad3d3
Teca73ad
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AUDITORIA DO PROCESSO ELEITORAL ELETRONICO
DE SAO PAULO E MINAS GERAIS

AUDITORIA PREVIA

? THE PERFECT LINK

HashMyFiles

File Edit View Options Help

G 0RQ B eaE ya

Filenarme

%] Newtonsoft.Json.dll

%] NLog.dll

%] MLipsum.Core.dll

%] NLog.Extensions.AzureTableStorage.dll
|%] Seytl.eElection.BusinessLogic.dll
%] Qak.WebApi2Common.dll

%] Qak.WebApi2Util.dIl

%] Owin.dll

|%] Seytl.eElection. AP1.dIl

|%] Scytl.eElection.Site.dll

%] Swashbuckle.Core.dll

|| Scytl.eElection.Site. XML

|%] ScytlICPBravo.dll

|%] System.Met.Http.Formatting.dll
| %] System.Spatial.dll

2] System.Web.Cors.dll

2] System.Web.Helpers.dll

2] System.Web.Http.dll

2] System.Web.Http. Cors.dll

2] System.Web.Mvc.dll

2] System.Web.Http.WebHost.dll
2] System.Web,Optimization.dll

2] System.Web.WebPages.Deployment.dll
2] System.Web.Razor.dll

2] System.Web.WebPages.dll

2] System.Web.WebPages.Razor.dll
2] Webapi.OutputCache.Core.dll
2] WebApi.OutputCacheV2.dll

2] WebGrease.dll

2] WindowsAzureEventSource.dll
2] WindowsAzureTelemetryEvents.dll

MD3

c53737821b861d454d524803423c097¢c
cfdcc2de20e56b8bebd8b2f0d82d28a3
29dc21ddTffebeb2berfAcBbfdcdbTTT
0a32fa7ff8605133c5da%afbdff118b9
3515cfbf4dcf53d7d91ebcB0acTaf9740
ca3227586ae603f 624061 beacd431f
clflchedel736475684c368f51118c5d
2f784aablaf82c06e1 78046094532
d825d14c08db3b7d4d3dcbd5f2Becead
290254821b238c70f 1867046f04599b3
6960bbc32462cdfdav0acedbdd15beel
9c21512db0c5eb51d06f I deceBeTel
b266930b0b2af352aad4635b8%a3f736
389e1b764c0dc33bfE453054960626ab1
b3f5aa34781d2652ccacdaa2 891132
%e3%ddaa’af3563ecd17dbf380e4791d
da2el0327270ebc5eeb147dafelcd1b
1982b5586de16b532074211ab7dal cab
c04061f82ca2037835d430e55fb 34963
f08f656d4dal42374232c2bba0df 97
c3138d9bc26bod3d225f351ed3cd1792
Blabd36d1bcBa214214d455 deda3162
c3005f3609ba00d23bc239e1106b1afe
060621d0c93d237997d3aa%f0274b4a7
19abc0026c3d31d77f34f16e81f4b06C
T07dcd320672d1fbclel 734adffBaads
75853a10bcd3c227beb159dbed324a94
Tf9d499343bc9c9a7Bdeac5Tfchf 1ae7
fabbcededfd34ddcB8b33bB6081188e
a3471feffd72def9367alaledaf48ech
b324872750969e4f5a2b5fdelbdBdbad

SHAT
Eb0da73617a2269493dc1a685d7a0b07f2edB8c75
Bfd7704959f8dbf46d191921f131ddbab 75644952
f31ebB41387b2c5act9b470719036bdfb3 1 adefd
20a8065f1d7fbd262e37a134516a42c2203653%b
4631fc48d6Eb6318eb2f92a39c043f3c393abdbb
2411e5d8fcecdb5ealf28fb3018a42c7e36f2103
(434634fa%ab0abel 7e03993b26 116142062008 c
a064258c415e3451e39725d4d970ec303b8dbcBa
6al1221f3ecf 1be47368f171789e73e77988b 5382
df2a93bf2be77e2 7ffEb082809b65030f19dTa52
26b4%0caf7087732e21b2ea71f24fafd6194226f
ff2007a206043ec62edTh42c3144f 1bdd7080cc
b01931433c2%f cd3Vaac 3449704430232 dde335
23616537 cadedadieblbebdB863aeb5elead] 020
f2445a69d07449362delfd9e174d 1 eelcel 2066a
123d83a88e55660613460ad34980a7f5a2347b7b
b8af439b7975e7d5744ac8303577020db338bb2a
ed3e73bad1910d32618ebbbe82bf9e74b31b0...
93b4035ad15563bf30e6bc20bacfI5b2ba3b2 BT
Dddebfc20210fa41f320c19cf70054b b1 Daf 72F
B0e5e95f4d0b06S 73636 760f3375dbe23b28530b
723420f9026890f cBcTFEF3aB050fddd cf7e2d4d
0352acf1df3904a82c1d36328abdb5645F 3 cc77
A42f2afcB4344bfE84T9adAf3cB2cBaDb3f Icddal
d0ed2Bfaldd0etba3deldcal b9dfelbd5e53f677
d3e29B89d7fc33e853f06e39c9ac195857b0B0T35
7065584fa1dbbf2bas0bbeddaabbd4195535b3ea
37816ce3ea3dbd7ad Thdd7fd375def0eetf 10318
Beeb0091bfee] cc009cc289celelblcbeb02bI63
Ab4h3530a1d443bbdc0af 7fb583072bfcf38953ac
adefB%afbed 7ad5bab33663006b5e80%c17b2f3a
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43dbb&le
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205699
e3240f19
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E — Resultado do Monitoramento:

Monitoramentos

Mome do site Endereco (URL)

THE PERFECT LINK - CFO - hitpfwww eleicoesodontologia... ) Estatisticas
2017

Estatisticas - THE PERFECT LINK - CFO - 2017

Monitorado desde 03/02/2017

falhas Online Testes

0 100.00% 93
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AUDITORIA DO PROCESSO ELEITORAL ELETRONICO
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THE PERFECT LINK

F — Hash dos Logs de Votacdo:

HashMyFiles
File Edit View Options Help

anaQ EE NG |

Filename

MD35 SHAT
5 CFOSP log azurexlsx

CRC32
19d1ed88d3132d2bb325304a52069935e3877ed44  db70f36e

08d4624416c9cb73df6E60077370733a7bd017d5

923a7331f5aacd16c7e436ab55287586
cab76cba52ded77elTcaad39d22beed]

£12) CFOSP log de eventos.cswv

£9221291
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